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 https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-university-oxford-promise-and 









 https://www.sciencedirect.com/science/article/abs/pii/S2468023024002402 



https://arxiv.org/abs/2403.07183 
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NVD



https://resilientcyber.substack.com/p/death-knell-of-the-nvd



https://www.linkedin.com/posts/jgamblin_vulnerabilitymanagement-cve-nvd-activity-7172701454816669696-nwO0/



https://nvd.nist.gov/vuln/data-feeds 



https://nvd.nist.gov/vuln/data-feeds 







https://github.com/FiloSottile/sunlight https://sunlight.dev/

https://letsencrypt.org/2024/03/14/introducing-sunlight.html



•Website owner requests a certificate 
from the Certificate Authority (CA) 

•CA issues a precertificate 
•CA sends precertificates to logs 
•Precertificates are added to the logs 
•Logs return SCTs to the CA 
•CAs send the certificate to the 
domain owner 

•Browsers and user agents help keep 
the web secure 

•Logs are cryptographically monitored



Previous Scaling Method 

• Utilized a relational database for storage. 

• Employed temporal sharding, splitting each year's data into 
separate databases. 

• Later reduced shard sizes to six-month periods to manage 
growth. 

New Method with Sunlight 

• Abandons relational databases for storage in favor of 
static, easily cached tiles. 

• Tiles contain 256 elements each, either as hashes at a 
certain tree height or certificates at the leaf level. 

• Enables horizontal scaling by serving tiles directly from 
cloud object storage like S3, reducing costs and complexity.



•Google ‘Argon2023’ log (https://ct.googleapis.com/logs/argon2023/) 
•Google ‘Argon2024’ log (https://ct.googleapis.com/logs/us1/argon2024/) 
•Google ‘Xenon2023’ log (https://ct.googleapis.com/logs/xenon2023/) 
•Google ‘Xenon2024’ log (https://ct.googleapis.com/logs/eu1/xenon2024/) 
•Cloudflare ‘Nimbus2023’ Log (https://ct.cloudflare.com/logs/nimbus2023/) 
•Cloudflare ‘Nimbus2024’ Log (https://ct.cloudflare.com/logs/nimbus2024/) 
•DigiCert Yeti2024 Log (https://yeti2024.ct.digicert.com/log/) 
•DigiCert Yeti2025 Log (https://yeti2025.ct.digicert.com/log/) 
•DigiCert Nessie2023 Log (https://nessie2023.ct.digicert.com/log/) 
•DigiCert Nessie2024 Log (https://nessie2024.ct.digicert.com/log/) 
•DigiCert Nessie2025 Log (https://nessie2025.ct.digicert.com/log/) 
•Sectigo ‘Sabre’ CT log (https://sabre.ct.comodo.com/) 
•Let’s Encrypt ‘Oak2023’ log (https://oak.ct.letsencrypt.org/2023/) 
•Let’s Encrypt ‘Oak2024H1’ log (https://oak.ct.letsencrypt.org/2024h1/) 
•Let’s Encrypt ‘Oak2024H2’ log (https://oak.ct.letsencrypt.org/2024h2/) 
•Trust Asia Log2023 (https://ct.trustasia.com/log2023/) 
•Trust Asia Log2024-2 (https://ct2024.trustasia.com/log2024/)

https://source.chromium.org/chromium/chromium/src/+/main:components/certificate_transparency/data/log_list.json



SHAMELESS 
SELF-PROMOTION



https://censys.com/key-insights-from-the-2024-state-of-threat-hunting-report/



https://www.greynoise.io/blog/where-are-they-now-starring-atlassians-confluence-cve-2023-22527



TAG 
ROUND-UP



🏷 Cisco ASA CVE-2020-3259 Information Disclosure Attempt (CVE-2020-3259) 

🏷 Hongfan OA ioAssistance.asmx RCE Attempt 

🏷 Ecology OA validate.jsp SQL Injection Attempt 

🏷 PhpMyAdmin setup.php Remote Command Execution Check (CVE-2009-1151) 

🏷 FortiNet FortiClientEMS CVE-2023-48788 SQL Injection Attempt  

🏷 Oracle BI Publisher CVE-2019-2588 Directory Traversal Attempt  

🏷 ECOA BAS Controller CVE-2021-41293 Path Traversal Attempt 

🏷 WP-22.php Malware Scanner  

🏷 Hikvision IP Cameras CVE-2013-4975 Privilege Escalation Check 

https://viz.greynoise.io/trends?view=recent
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