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Abstract

In this paper we present what we believe to be the first systematic study of the costs
of cybercrime. It was prepared in response to a request from the UK Ministry of Defence
following scepticism that previous studies had hyped the problem. For each of the main
categories of cybercrime we set out what is and is not known of the direct costs, indirect
costs and defence costs – both to the UK and to the world as a whole. We distinguish
carefully between traditional crimes that are now ‘cyber’ because they are conducted online
(such as tax and welfare fraud); transitional crimes whose modus operandi has changed
substantially as a result of the move online (such as credit card fraud); new crimes that owe
their existence to the Internet; and what we might call platform crimes such as the provision
of botnets which facilitate other crimes rather than being used to extract money from victims
directly. As far as direct costs are concerned, we find that traditional o↵ences such as tax and
welfare fraud cost the typical citizen in the low hundreds of pounds/Euros/dollars a year;
transitional frauds cost a few pounds/Euros/dollars; while the new computer crimes cost in
the tens of pence/cents. However, the indirect costs and defence costs are much higher for
transitional and new crimes. For the former they may be roughly comparable to what the
criminals earn, while for the latter they may be an order of magnitude more. As a striking
example, the botnet behind a third of the spam sent in 2010 earned its owners around
US$2.7m, while worldwide expenditures on spam prevention probably exceeded a billion
dollars. We are extremely ine�cient at fighting cybercrime; or to put it another way, cyber-
crooks are like terrorists or metal thieves in that their activities impose disproportionate
costs on society. Some of the reasons for this are well-known: cybercrimes are global and
have strong externalities, while traditional crimes such as burglary and car theft are local,
and the associated equilibria have emerged after many years of optimisation. As for the
more direct question of what should be done, our figures suggest that we should spend less
in anticipation of cybercrime (on antivirus, firewalls, etc.) and more in response – that is,
on the prosaic business of hunting down cyber-criminals and throwing them in jail.
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2023 YEAR IN REVIEW

Proactive 
Cybersecurity 
Unleashed
Observations of the Challenges 
Organizations Continue to Face

https://www.horizon3.ai/downloads/research/elevate-your-cybersecurity-strategy-download-the-2023-year-in-review/
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SANCTIONS ON APT31 HACKERS 

The United States Treasury Department has 
imposed sanctions on individuals and 
entities linked to the Chinese state-
sponsored hacking group known as APT31. 
This group has been implicated in a series 
of cyberattacks targeting U.S. critical 
infrastructure sectors, including defense, 
aerospace, and energy. The sanctions 
specifically target a front company for the 
Ministry of State Security (MSS), and two 
Chinese nationals, for their roles in these 
campaigns. The sanctions are part of a 
collaborative effort with the U.S. 
Department of Justice, Federal Bureau of 
Investigation (FBI), Department of State, 
and the United Kingdom Foreign, 
Commonwealth & Development Office (FCDO).

Homework 

• https://home.treasury.gov/news/press-releases/jy2205 
• https://www.securityweek.com/us-treasury-slaps-

sanctions-on-china-linked-apt31-hackers/ 
• https://www.theguardian.com/technology/2024/mar/25/us-

sanctions-chinese-hackers 
• https://therecord.media/us-sanctions-chinese-hackers-

infrastructure-attacks 
• https://www.reuters.com/technology/cybersecurity 
• https://nymag.com/intelligencer/article/big-tech-

still-has-a-big-addiction-to-china.html 
• https://www.aljazeera.com/news/2024/3/25/ 
• https://www.voanews.com/a/us-uk-bring-charges-

sanctions-in-response-to-chinese-hacking-operation/
7542641.html



VOLT TYPHOON & H2O FACILITIES 

Volt Typhoon is another Chinese state-
sponsored hacking group that has been 
compromising U.S. critical infrastructure, 
including water and wastewater systems. The 
White House, in collaboration with the 
Environmental Protection Agency (EPA), 
announced the formation of a Water Sector 
Cybersecurity Task Force in response to 
these threats. The task force aims to engage 
state water sectors and water government 
coordinating councils to reduce the risks of 
cyberattacks on nationwide water systems. 
This initiative follows the discovery that 
Volt Typhoon has compromised the IT 
environments of multiple U.S. critical 
infrastructure organizations with the end 
goal of a future cyberattack.

Homework 

• https://www.cisa.gov/news-events/cybersecurity-
advisories/aa24-038a 

• https://www.meritalk.com/articles/ 
• https://www.darkreading.com/ics-ot-security/new-us-

warning-highlights-vulnerability-of-us-water-systems-
to-cyberattacks



CHINA HACKS U.K. POLITIHACKS 

The U.K. has also been a target of Chinese 
state-sponsored cyber espionage. Hackers 
affiliated with APT31 have been accused of 
conducting a years-long cyber-attack 
targeting politicians, journalists, and 
businesses. The operation saw political 
dissidents and critics of China targeted by 
sophisticated phishing campaigns, resulting 
in some email systems and networks being 
compromised. The U.K. government announced 
sanctions against individuals and a front 
company linked to APT31. The New Zealand 
government has also raised concerns with the 
Chinese government about its involvement in 
an attack. Homework 

• https://www.theguardian.com/politics/live/2024/mar/25/
rishi-sunak-conservatives-oliver-dowden-china-cyber-
attacks-keir-starmer-labour-wales-uk-politics-live

I 
have come for 
your bangers & 

mash!



CHINA EXPANDS STATE SECRETS / "WORK SECRETS" LAW 

China has revised its state secrets law, 
which now requires business entities in 
China to identify and disclose "work 
secrets," or non-classified information, to 
the government. This revision is purposely 
ambiguous, allowing China to potentially 
force U.S. tech firms to turn over 
proprietary information that could be used 
to target the U.S. government or impact the 
data security of Americans. The law poses a 
significant dilemma for U.S. tech companies 
operating in China, as compliance could 
threaten U.S. national security, while 
refusal could result in losing access to the 
Chinese market.

Homework 

• https://thehill.com/opinion/technology/ 
• https://www.forbes.com/sites/lorenthompson/2023/12/14/

why-chinas-growing-challenge-to-big-tech-is-a-problem-
for-the-pentagon/?sh=58d510604990 

• https://www.cnbc.com/2024/02/28/china-doubles-down-on-
national-security-expanding-its-state-secrets-law.html 

• http://politics.people.com.cn/n1/2024/0227/
c1001-40184585.html
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U.S. VS. TIKTOK 

The U.S. government's scrutiny of TikTok, a 
popular social media platform owned by the 
Chinese company ByteDance, has escalated 
amid concerns over national security and 
data privacy. There have been discussions 
and reactions to the potential ban of TikTok 
in the U.S., with China criticizing the move 
as politicization of cybersecurity issues. 
The debate centers around the risks 
associated with the Chinese government's 
potential access to the data of U.S. 
citizens through TikTok, which has led to 
calls for the app to be banned or its 
operations in the U.S. to be segregated from 
its parent company.

Homework 

• https://www.cnn.com/2024/03/14/tech/china-reactions-
tiktok-potential-ban-intl-hnk/index.html





https://cve-search.github.io/vulnerability-lookup/



https://vulnerability.circl.lu/recent
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https://go.censys.com/threat-hunting-workshop-philadelphia-2024.html



https://www.labs.greynoise.io/grimoire/2024-03-28-panning-for-gold/
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🏷 NUUO Firmware CVE-2016-5674 Command Injection Attempt (CVE-2016-5674) 

🏷 Looks Like CERT.at 

🏷 Apache OFBiz CVE-2023-49070 Auth Bypass Attempt (CVE-2023-49070) 

🏷 Embedthis GoAhead CVE-2017-17562 RCE Attempt (CVE-2017-17562) 

🏷 Hytec Inter HWL-2511-SS CVE-2022-36553 RCE Attempt (CVE-2022-36553) 

🏷 Symfony Profiler Debug Mode RCE Attempt

https://viz.greynoise.io/trends?view=recent
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https://kev.hrbrmstr.app



CVE-2023-24955: Microsoft SharePoint Server Code Injection Vulnerability

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


