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https://StormWatch.ing



CYBERSIDE 
CHAT

🔥



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=24



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=25



https://www.crushftp.com/crush10wiki/Wiki.jsp?page=Update&version=24



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=26



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=28



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=30



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=31



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=32



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=33



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=33



https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update&version=34



https://www.fortiguard.com/psirt/FG-IR-24-007







CYBER 
SPOTLIGHT



https://arxiv.org/abs/2404.08144









https://arxiv.org/abs/2402.06664





https://cve-search.github.io/cpe-guesser/



$ curl -s -X POST "https://cpe-guesser.cve-search.org/search" \ 
  -d "{\"query\": [\"ivanti\", \"mobileiron\"]}" | jq . 
[ 
  [ 
    85591, 
    "cpe:2.3:a:ivanti:mobileiron_mobile\\@work" 
  ], 
  [ 
    94805, 
    "cpe:2.3:a:ivanti:mobileiron" 
  ] 
]



SHAMELESS 
SELF-PROMOTION



https://www.greynoise.io/blog/greynoise-tags-its-way-to-1337-elite-status



TAG 
ROUND-UP



🏷 ThinkAdmin Arbitrary File Read Attempt (CVE-2020-25540) 

🏷 WordPress SupportCandy SQL Injection CVE-2023-1730 Attempt (CVE-2023-1730) 

🏷 MCMS CVE-2022-23898 SQL Injection Attempt (CVE-2022-23898) 

🏷 ACME Challenge XSS Check 

🏷 Anheng Honeypot Privilege Escalation Attempt 

🏷 ServCity 

🏷 Dell iDRAC Legacy Password Login Attempt 

🏷 Multiple Security Gateway Command Injection RCE Attempt 

🏷 Looks Like Cloudflare SSL/TLS Recommender 

🏷 Looks Like DFind Scanner 

🏷 TBK DVR CVE-2024-3721 Command Injection RCE Attempt (CVE-2024-3721) 

🏷 Joomla! 3.7 SQL Injection CVE-2017-8917 Attempt (CVE-2017-8917) 

🏷 ZTE MF971R CVE-2021-21745 Referer Mitigation Bypass Check (CVE-2021-21745) 

🏷 dotCMS CVE-2020-6754 Path Traversal Attempt (CVE-2020-6754) 

🏷 Drupal CVE-2019-6340 RCE Attempt (CVE-2019-6340) 

🏷 Office Web Apps Server SSRF Attempt 

🏷 Responsive Filemanager SSRF Attempt (CVE-2018-14728) 

https://viz.greynoise.io/trends?view=recent



WE NEED 

TO TALK 

ABOUT 

KEV



https://kev.hrbrmstr.app


