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RESIdential Proxies

https://www.orangecyberdefense.com/be/blog/unveiling-the-depths-of-residential-proxies-providers



https://blog.talosintelligence.com/large-scale-brute-force-activity-targeting-vpns-ssh-services-with-commonly-used-login-credentials/ 
https://sec.okta.com/blockanonymizers

From March 18, 2024 through to April 16, 
2024, Duo Security and Cisco 

Talos observed large-scale brute force 
attacks on multiple models of VPN devices. 

From April 19, 2024 through to April 26, 2024, 
Okta’s Identity Threat Research team 
observed a spike in credential stuffing 

activity against user accounts from what 
appears to be similar infrastructure.

https://blog.talosintelligence.com/large-scale-brute-force-activity-targeting-vpns-ssh-services-with-commonly-used-login-credentials/
https://blog.talosintelligence.com/large-scale-brute-force-activity-targeting-vpns-ssh-services-with-commonly-used-login-credentials/


Credential Stuffing 

Attempts to sign-in to online services 
using large lists of usernames and 
passwords obtained from previous 

data breaches of unrelated entities, or 
from phishing or malware campaigns.



All recent attacks share one feature in 
common: they rely on requests being routed 
through anonymizing services such as TOR. 

Millions of the requests were also routed 
through a variety of residential proxies 

including NSOCKS, Luminati and DataImpulse.



RESIP providers leverage real users' devices 
like computers, smartphones, and IoT 

devices to create large pools of residential IP 
addresses, which are more effective at 

evading detection than datacenter or VPN 
IPs.







60% ISP 
~2 Million IPv4s 

20% Mobile 
~700K IPv4s

Mar-Apr 2024
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Mobile



 https://datadome.co/bot-management-protection/how-to-use-machine-learning-to-detect-residential-proxies/ 



CYBER 
SPOTLIGHT



https://arxiv.org/pdf/2404.17497



❌ No specific program 
❌ Theoretical Analysis (Game Theory)



The study's primary aim is to 
understand how BBPs can influence 
software vendors' decisions regarding 
software release timing, the setting of 
bounty amounts, and the selection of 
ethical hackers to participate in these 
programs. 

It investigates the potential benefits of 
BBPs for software vendors, including 
increased expected profits, earlier 
software releases, and the optimal 
number of ethical hackers to involve in a 
BBP based on the expected number of 
malicious hackers.





https://arkime.com/









SHAMELESS 
SELF-PROMOTION



 https://censys.com/crushftp-cve-2024-4040-crushed-expectations/ 



https://www.greynoise.io/blog/decrypting-fortinets-fortios-7-0-x



https://www.greynoise.io/blog/exploring-greynoise-the-user-centric-design-approach-in-cybersecurity



TAG 
ROUND-UP



🏷 WordPress LayerSlider CVE-2024-2879 SQL Injection Attempt (CVE-2024-2879) 

🏷 Progress Flowmon CVE-2024-2389 Command Injection RCE Attempt (CVE-2024-2389) 

🏷 Yongyou NC Cloud Arbitrary File Upload Attempt ()

https://viz.greynoise.io/trends?view=recent
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https://kev.hrbrmstr.app



CVE-2022-38028: Microsoft Windows Print Spooler Privilege Escalation Vulnerability  

CVE-2024-4040: CrushFTP VFS Sandbox Escape Vulnerability 

CVE-2024-20359: Cisco ASA and FTD Privilege Escalation Vulnerability 

CVE-2024-20353: Cisco ASA and FTD Denial of Service Vulnerability


