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https://StormWatch.ing





https://blog.checkpoint.com/security/enhance-your-vpn-security-posture?campaign=checkpoint&eid=guvrs&advisory=1
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!





https://arstechnica.com/security/2024/05/dns-glitch-that-threatened-internet-stability-fixed-cause-remains-unclear/



https://c.root-servers.org/dsc/dsc-grapher.pl







• 1997: C.ROOT-SERVERS.NET was known as C.NYSER.NET 

• 1994: C.NYSER.NET became C.PSI.NET 

• 2002: Cogent Communications acquired PSINet's major U.S 
assets, which included responsibility for operation of C.ROOT-
SERVERS.NET



https://c.root-servers.org/rssac002-metrics/



I run the C root-server!

You keep using that phrase. 

I do not think it means what you think it means.



The DNS system relies on the synchronization of those 13 root 
servers to maintain stability. If one server falls out of sync, it can 
lead to inconsistencies in DNS responses, potentially causing 
parts of the Internet to become unreachable or misdirected.



Root servers store cryptographic keys used to authenticate DNS 
responses. If these keys are not identical across all root servers, it 
increases the risk of DNS cache poisoning attacks, where an 
attacker could inject malicious data into the DNS cache.



With the c-root server out of sync, attackers could exploit the 
discrepancy in DNS responses to poison the DNS cache. This 
involves injecting false DNS records into the cache of a resolver, 
redirecting users to malicious website.



If the cryptographic keys used in DNSSEC are not properly 
synchronized, attackers could exploit this to bypass DNSSEC 
validation, leading to successful DNS spoofing attacks.



2019‑08‑21 - RFO for zone staleness: at 2019-08-14 1700Z, a 
configuration change to disable connection tracking of DNS traffic 
had the harmful side effect of preventing internal synchronization 
of the root zone to all C-root anycast nodes. 

At 2019-08-17 0021Z, the staleness problem was corrected, and 
also, the internal monitoring which should have detected this 
staleness problem was corrected. 

This was not an attack, and all queries heard by c-root were 
answered.



CYBER 
SPOTLIGHT



 🔥



•  https://medium.com/mitre-engenuity 

• /infiltrating-defenses-abusing-vmware-in-mitres-cyber-intrusion-4ea647b83f5b 

• /technical-deep-dive-understanding-the-anatomy-of-a-cyber-
intrusion-080bddc679f3 

• /advanced-cyber-threats-impact-even-the-most-prepared-56444e980dc8



https://center-for-threat-informed-defense.github.io/attack-flow/ui/?src=../corpus/MITRE NERVE.afb



Starting in January 2024, a threat actor performed 
reconnaissance of our networks, exploited one of our Virtual 
Private Networks (VPNs) through two Ivanti Connect Secure zero-
day vulnerabilities, and skirted past our multi-factor authentication 
using session hijacking. From there, they moved laterally and dug 
deep into our network’s VMware infrastructure using a 
compromised administrator account. They employed a 
combination of sophisticated backdoors and webshells to 
maintain persistence and harvest credentials.



The adversary created their own rogue VMs within the VMware 
environment, leveraging compromised vCenter Server access. 
They wrote and deployed a JSP web shell (BEEFLUSH) under the 
vCenter Server’s Tomcat server to execute a Python-based 
tunneling tool, facilitating SSH connections between adversary-
created VMs and the ESXi hypervisor infrastructure.







Bee Flu! SHHHH!!





https://github.com/center-for-threat-informed-defense/tram



Methodology and toolset for creating the annotations required for 
machine learning. 

Open-source, annotated dataset that covers 50 ATT&CK 
techniques. 

Pre-trained Large Language Model (LLM) for labeling ATT&CK 
techniques found in human-readable CTI reports. 

Web application for running reports through the machine learning 
model and viewing the results.

https://github.com/center-for-threat-informed-defense/tram



SHAMELESS 
SELF-PROMOTION



https://censys.com/cve-2023-43208/



https://info.greynoise.io/webinar/ai-for-cybersecurity



TAG 
ROUND-UP



Fluent Bit CVE-2024-4323 Memory Corruption Attempt 

Confluence Data Center and Server RCE CVE-2024-21683 Attempt



https://viz.greynoise.io/tags/possible-bad-rabbit-petya-webdav-admin-information-disclosure-attempt?days=30



WE NEED 

TO TALK 

ABOUT 

KEV



https://kev.hrbrmstr.app

15



CVE-2020-17519: Apache Flink Improper Access Control Vulnerability



https://viz.greynoise.io/tags/apache-flink-path-traversal-attempt?days=30


