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Storm 4 Watch by GreyNoise Intelligence
STORM{WATCH GreyNoise Intelligence

TECHNOLOGY - UPDATED WEEKLY

GreyNoise Storm 4 Watch is a weekly podcast and livestream hosted by
GreyNoise Intelligence (https://www.greynoise.io), a cybersecurity company
that focuses on understanding internet noise. The show features hosts = MORE
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How would you know if someone stole your mind?
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Search across time to find the content you need. Then, re-engage with it. With Recall,
you have an explorable timeline of your PC's past. Just describe how you remember it
and Recall will retrieve the moment you saw it. Any photo, link, or message can be a
fresh point to continue from. As you use your PC, Recall takes snapshots of your screen.
Snapshots are taken every five seconds while content on the screen is different from the
previous snapshot. Your snapshots are then locally stored and locally analyzed on your
PC. Recall's analysis allows you to search for content, including both images and text,
using natural language. Trying to remember the name of the Korean restaurant your
friend Alice mentioned? Just ask Recall and it retrieves both text and visual matches for
your search, automatically sorted by how closely the results match your search. Recall
can even take you back to the exact location of the item you saw.



e A Copilot+ PC

e 16 GB RAM

e 3 l|ogical processors

o 256 GB storage capacity

e [o enable Recall, you'll need at least 50 GB of storage space
free

e Saving screenshots automatically pauses once the device
has less than 25 GB of storage space



Stealing everything you’ve ever typed

or viewed on your own Windows PC is
now possible with two lines of code —
inside the Copilot+ Recall disaster.

ﬂf’lv\/ Kevin Beaumont - Follow
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If you're faced with the
tradeoff between security
and another priority, your
answer Is clear: Do security,.

— May 3, 2024
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Use Cases

Rewind File Edit

+ Introducing Limitless
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Your Al assistant
that has all the

context
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Get Rewind

https://www.rewind.ai/
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& Tweet

David J Phillips @davj- 4d
3/ Founder's are paying themselves less in this market. The majority of

early-stage VC backed founders earn less than $100,000 per year.

ABOUT; Founder Demographics ? Fondo

What is your founder’s salary? @

$80-$99.9K
(13.4%)

$100-$149.9K

(26.8%)

$150-$199.9K

Q Search Twitter

What’s happening

MLB - 2 hours ago
Rangers at Astros

Trending in United States
American Vandal

Technology - Trending
Microsoft
Trending with Meta

Trending in United States
Bolden
3,457 Tweets

Technology - Trending
#instagramdown
k 6,403 Tweets

Show more

v

©1 i1 O3

David J Phillips &

adavj - Jul 2(

5/ Founders always adapt to the market
and | am very optimistic about the rest of
2023!

Learn more about the state of early-
stage startups in the 2023
Founders' Frontier report here:

New 2023
Founders' Frontier:

State of Early Stage Startup Report

Download Full Report Now!




I'm very optimistic about Rewind’s
approach to personalized Al.

Sam Altman

Rewind is a great example of how Al

can augment human intelligence.

O Marc Andreessen
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I'm having a moment here.
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@ Over 600,000 small office/home office (SOHO) routers belonging

to a single internet service provider (ISP) were taken offline in a
destructive event between October 25-27 2024.

@ The routers were rendered permanently inoperable, requiring
hardware replacement.

@ Public scan data confirmed a 49% sudden drop in modems from
the impacted ISP's network during this period.



@ The "Chalubo" remote access trojan (RAT) was identified as the
primary malware payload responsible for the attack.

@ Chalubo employed techniques to obfuscate its activity, like running
INn-Memory, using random process hames, and encrypting
communications.

@ While used in this destructive attack, Chalubo was not specifically
written for destructive purposes based on its widespread activity
observed by Lumen in late 2023 and early 2024



@ The attack involved a multi-stage infection mechanism that

iInstalled the Chalubo RAT botnet targeting SOHO gateways and loT
devices globally.

@ Lumen's Black Lotus Labs has shared indicators of compromise

(loCs) related to the Chalubo malware family to help detect and
prevent such attacks.
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m CyberSecTools Mandos Brief Newsletter

https://cybersectools.com/

The Largest Curated Directory of Cybersecurity
Tools and Resources

2631 tools and resources curated by Nikoloz. Follow on X and LinkedIn.

Tags Searching for tools

Al Security & Application Security Blogs and News 5 Cloud and Container Security i Data Protection and Cryptography

5 Digital Forensics Co Endpoint Security 5 Governance, Risk, and Compliance @ Guides and eBooks @ Honeypots

%) Identity, Access, and Credential Management % Malware Analysis & Network Security ~ # Offensive Security @ Security Operations
=)

»£ SIEM and Log Management 7+ Specialized Security © Threat Management ‘=z Training and Resources (@) Vulnerability Management

7~ Miscellaneous

% FEATURED

Feature Your
Cybersecurity
Product

A\ Mandos Brief A\ Mandos Way
Newsletter

Mandos Way provides strategic

Stay ahead in cybersecurity. Get the cybersecurity insights, particularly in

week's top cybersecurity news and

Al implementation and leadership. Showcase your innovative

iInsights in 8 minutes or less. , ,
cybersecurity solution to our
dedicated audience of security

professionals. Reach out to explore

collaboration opportunities!




E CyberSecTools Mandos Brief Newsletter Submit

Home > Tools > Censys

Censys

Censys is a search engine for the Internet of Things (loT) that provides real-time information about devices connected to the
internet. It allows users to search for specific devices, such as webcams, routers, and servers, and provides information about
their IP addresses, open ports, and other details.

(@) Vulnerability Management (iot ) ( search-engine ) ( device-discovery ] ( port-scanning )

ALTERNATIVES
CakeFuzzer Sysreptor Acunetix Web
4 Vulnerability Scanner

Automated vulnerability discovery A fully customizable, offensive - .

, , , ) Demonstration Site
tool for Cake PHP framework with security reporting solution for
limited false positives. pentesters, red teamers, and other A demonstration site for the

security professionals. Acunetix Web Vulnerability Scanner,

intentionally vulnerable to various
web-based attacks.

(4) Vulnerability Management
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cCensys

https://censys.com/cve-2024-24919/

May 31, 2024: Arbitrary

File Read In Check

Point VPN Gateways
|CVE-2024-24919]







Check Point Quantum Gateway CVE-2024-24919 Information
Disclosure Attempt

Linksys EA7500 CVE-2023-46012 Buffer Overflow RCE Attempt
Zyxel NAS326 CVE-2023-44/3 Auth Bypass Attempt

Zyxel NAS326 CVE-2023-4474 Shell Injection Attempt



GreyNoise Trends

"~ DRIDEX
INTENTION CATEGORY CVES
MALICIOUS A~ Activity No associated CVEs

IP addresses with this tag have exhibited behavior that indicates they are infected with Dridex banking malware.
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GreyNoise Trends

[ TRICKBOT https://viz.greynoise.io/tags/trickbot-scanner?days=30
INTENTION CATEGORY CVES |
MALICIOUS () Worm No associated CVEs

IP addresses with this tag exhibit behavior that indicates they are infected with the banking malware TrickBot.
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GreyNoise Trends

“~ CHECK POINT QUANTUM GATEWAY CVE-2024-24919 INFORMATION DISCLOSURE ATTEMPT
CVES

CVE-2024-24919

INTENTION CATEGORY
MALICIOUS A Activity

IP addresses with this tag have been observed attempting to exploit CVE-2024-24919, an unauthenticated information
disclosure vulnerability in multiple Check Point products.
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It Has Been

]

Days Since The
Last KEV Release




CVE-2024-527/4:
Google Chromium V8 Type Confusion

CVE-2024-49/8:
Justice AV Solutions (JAVS) Viewer Installer Embedded Malicious Code

CVE-2024-1086
Linux Kernel Use-After-Free

CVE-2024-24919
Check Point Quantum Security Gateways Information Disclosure

CVE-201/-3506
Oracle WebLogic Server OS Command Injection



