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https://support.microsoft.com/en-us/windows/retrace-your-steps-with-recall-aa03f8a0-a78b-4b3e-b0a1-2eb8ac48701c



Search across time to find the content you need. Then, re-engage with it. With Recall, 
you have an explorable timeline of your PC’s past. Just describe how you remember it 
and Recall will retrieve the moment you saw it. Any photo, link, or message can be a 
fresh point to continue from. As you use your PC, Recall takes snapshots of your screen. 
Snapshots are taken every five seconds while content on the screen is different from the 
previous snapshot. Your snapshots are then locally stored and locally analyzed on your 
PC. Recall’s analysis allows you to search for content, including both images and text, 
using natural language. Trying to remember the name of the Korean restaurant your 
friend Alice mentioned? Just ask Recall and it retrieves both text and visual matches for 
your search, automatically sorted by how closely the results match your search. Recall 
can even take you back to the exact location of the item you saw.



• A Copilot+ PC 

• 16 GB RAM 

• 8 logical processors 

• 256 GB storage capacity 

• To enable Recall, you’ll need at least 50 GB of storage space 
free 

• Saving screenshots automatically pauses once the device 
has less than 25 GB of storage space



https://doublepulsar.com/recall-stealing-everything-youve-ever-typed-or-viewed-on-your-own-windows-pc-is-now-possible-da3e12e9465e



%APPDATA%



If you’re faced with the 
tradeoff between security 
and another priority, your 
answer is clear: Do security. 

— May 3, 2024



You keep using that word. 

I do not think it means what you think it means.





https://www.rewind.ai/
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https://blog.lumen.com/the-pumpkin-eclipse/



🎃 Over 600,000 small office/home office (SOHO) routers belonging 
to a single internet service provider (ISP) were taken offline in a 
destructive event between October 25-27, 2024. 

🎃 The routers were rendered permanently inoperable, requiring 
hardware replacement.  

🎃 Public scan data confirmed a 49% sudden drop in modems from 
the impacted ISP's network during this period.



🎃 The "Chalubo" remote access trojan (RAT) was identified as the 
primary malware payload responsible for the attack. 

🎃 Chalubo employed techniques to obfuscate its activity, like running 
in-memory, using random process names, and encrypting 
communications. 

🎃 While used in this destructive attack, Chalubo was not specifically 
written for destructive purposes based on its widespread activity 
observed by Lumen in late 2023 and early 2024



🎃 The attack involved a multi-stage infection mechanism that 
installed the Chalubo RAT botnet targeting SOHO gateways and IoT 
devices globally. 

🎃 Lumen's Black Lotus Labs has shared indicators of compromise 
(IoCs) related to the Chalubo malware family to help detect and 
prevent such attacks.



https://samcurry.net/hacking-millions-of-modems





https://cybersectools.com/
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https://censys.com/cve-2024-24919/
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Check Point Quantum Gateway CVE-2024-24919 Information 
Disclosure Attempt 

Linksys EA7500 CVE-2023-46012 Buffer Overflow RCE Attempt 

Zyxel NAS326 CVE-2023-4473 Auth Bypass Attempt 

Zyxel NAS326 CVE-2023-4474 Shell Injection Attempt



https://viz.greynoise.io/tags/dridex-scanner?days=30



https://viz.greynoise.io/tags/trickbot-scanner?days=30



https://viz.greynoise.io/tags/check-point-quantum-gateway-cve-2024-24919-information-dislosure-attempt?days=30
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https://kev.hrbrmstr.app
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CVE-2024-5274: 
Google Chromium V8 Type Confusion 

CVE-2024-4978: 
Justice AV Solutions (JAVS) Viewer Installer Embedded Malicious Code 

CVE-2024-1086 
Linux Kernel Use-After-Free 

CVE-2024-24919 
Check Point Quantum Security Gateways Information Disclosure 

CVE-2017-3506 
Oracle WebLogic Server OS Command Injection


