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https://StormWatch.ing





https://supportportal.juniper.net/s/article/On-Demand-JSA-Series-Multiple-vulnerabilities-resolved-in-Juniper-Secure-Analytics-in-7-5-0-UP8-IF03







> grep("linux kernel", gsub("[\n\r]", "", xdf$Summary), ignore.case = TRUE) 
  [1]  17  19  20  21  22  23  24  25  26  28  29  30  31  32  33  34  38  39 
 [19]  40  41  42  43  44  45  46  47  48  49  51  52  53  54  56  57  59  60 
 [37]  61  62  65  66  67  68  70  71  72  73  76  77  78  79  81  82  83  84 
 [55]  85  86  88  90  91  92  93  94  95  96  97  99 101 102 103 104 107 108 
 [73] 109 112 113 114 115 116 117 118 119 120 121 122 123 124 125 169 170 171 
 [91] 172 173 174 175 176 177 181 182 183 184 185 186 187 188 189 190 191 192 
[109] 193 194 195 196 197 199 200 201 202 203 204 205 206 207 208 209 210 211 
[127] 212 213 215





https://openssf.org/blog/2024/05/20/enhancing-open-source-security-introducing-siren-by-openssf/



The OpenSSF Siren is a collaborative effort to aggregate and 
disseminate threat intelligence specific to open source projects. 
Hosted by the OpenSSF, this platform provides a secure and 
transparent environment for sharing Tactics, Techniques, and 
Procedures (TTPs) and Indicators of Compromise (IOCs) associated 
with recent cyber attacks.  Siren is intended to be a post-disclosure 
means of keeping the community informed of threats and activities 
after the initial sharing and coordination.



Open Source Threat Intelligence:  shared with the community about 
actively exploited public vulnerabilities and threats. 

Real-Time Updates: List members receive notifications via email 
about emerging threats which may be relevant to their projects, 
enabling swift action to mitigate risks. 

TLP:CLEAR: To facilitate effective unrestricted transparent 
communication, the list follows the Traffic Light Protocol (TLP), Clear 
guidelines for the sharing and handling of intelligence. 

Community-driven: Contributors from diverse backgrounds 
collaborate to enrich the intelligence database, fostering a culture of 
shared responsibility and collective defense.
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https://www.greynoise.io/blog/solarwinds-serv-u-cve-2024-28995-exploitation-we-see-you
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Apache NiFi RCE Scanner  

FatPipe WARP 10.2.2 Authorization Bypass Scanner 

FatPipe WARP 10.2.2 Authorization Bypass Attempt 

Zyxel CVE-2024-29973 RCE Attempt
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