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TECHNOLOGY - UPDATED WEEKLY

GreyNoise Storm 4 Watch is a weekly podcast and livestream hosted by
GreyNoise Intelligence (https://www.greynoise.io), a cybersecurity company
that focuses on understanding internet noise. The show features hosts = MORE
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Tod Beardsley is employed at CISA, the Cybersecurity
and Infrastructure Security Agency, part of the US
government, as the Vulnerability Analysis and
Operations Team Lead. He's also a founder and CNA
point of contact for AHA!. He spends most of his time
involved in vulnerability research and coordinated
vulnerability disclosure (CVD). He has over 30 years of
hands-on security experience, stretching from in-band
telephony switching to modern loT implementations. He
has held IT ops, security, software engineering, and
management positions in large organizations such as
Rapid7, 3Com, Dell, and Westinghouse, as both an
offensive and defensive practitioner. Tod is a CVE
Board member has authored several research papers,
and hosted the Security Nation podcast. He is also a
Travis County Election Judge in Texas, and is an
internationally-tolerated horror fiction expert.

Tod can be uniquely identified at https://github.com/
todb, and recognized by his Gravatar.
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Tales from a Top Threat Buster

Attend our upcoming Black Hat USA
speaking session, where the brilliant and
fearless Dr. Venkman—oops, we mean,
our esteemed Principal Security
Researcher Emily Austin — explores the
mind blowing magic of TLS certificates
and how they quietly zap man-in-the-
middle attacks.

When: Thursday, Aug. 8
Time: 10:20 a.m.
Location: Business Hall Theater D

Discover the Hidden Vulnerability Intelligence within CISA’s KEV Catalog
Ground Floor, 14:30 Wednesday

Dive into the dynamic world of cybersecurity intelligence, focusing on the Known Exploited
Vulnerabilities (KEV) catalog, initially crafted by the Cybersecurity and Infrastructure Security

Agency (CISA) for government use but now a cornerstone across industries. Join me as I unravel the

insights hidden within this treasure trove of exploit intelligence, offering a fresh perspective on

prioritizing vuinerabilities in today's ever-evolving threat landscape.







Your PC ran into a problem and needs to restart. We're just
collecting some error info, and then we'll restart for you. (0%
complete)

If you'd like to know more, you can search online later for this error: HAL INITIALIZATION FAILED
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Understanding the Election
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Adobe Commerce and Magento CVE-2024-34102 XXE Attempt
Adobe Commerce and Magento CVE-2024-34102 XXE Check
Apache HugeGraph CVE-2024-2/348 RCE Attempt
GeoServer Geolools CVE-2024-36401 RCE Attempt
HomeMatic CCU2 RCE CVE-2021-33032 Attempt

Ruiyou Tianyi SQLi Attempt
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CVE-2022-22948: VMware vCenter Server Incorrect Default File Permissions Vulnerability
CVE-2024-28995: SolarWinds Serv-U Path Traversal Vulnerability

CVE-2024-34102: Adobe Commerce and Magento Open Source Improper Restriction of XML External
Entity Reference (XXE) Vulnerability



