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https://www.volexity.com/blog/2024/08/02/stormbamboo-compromises-isp-to-abuse-insecure-software-update-mechanisms/



• StormBamboo compromised an ISP's DNS infrastructure to alter DNS 
query responses for specific domains. 

• This allowed them to redirect traffic for automatic software updates to 
attacker-controlled servers. 

• The attackers targeted software with insecure update mechanisms, 
particularly those using HTTP instead of HTTPS. 

• DNS records were poisoned to resolve to an attacker-controlled server 
in Hong Kong. 

• After compromising systems, StormBamboo deployed a malicious 
Chrome extension called RELOADEXT. 

• This attack demonstrates the risks of using insecure update 
mechanisms and the potential for widespread compromise through 
ISP-level attacks.
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https://vulncheck.com/blog/state-of-exploitation-1h-2024



https://www.greynoise.io/blog/the-tortilla-test-ensuring-your-vulnerability-intelligence-is-always-fresh



https://www.greynoise.io/products/vulnerability-management-teams











TAG 
ROUND-UP



https://viz.greynoise.io/tags/apache-ofbiz-cve-2024-32113-path-traversal-attempt?days=30
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CVE-2018-0824: Microsoft COM for Windows Deserialization of Untrusted Data 

CVE-2024-32113: Apache OFBiz Path Traversal Vulnerability 🏷  

CVE-2024-36971: Android Kernel Remote Code Execution


